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AutoMail Description

Overview
DOC 1 ‘
. A
TO info@mocomsystem.o t M I />~
To Mot AU & al
‘BEGINBODY e
Please find your invoice
attached
‘ENDBODY... /I )
| /l\ ‘ | AufoMail Sefver ‘ .:
: i S |
A PDF file containing AutoMail splits the PDF file
separator and content using the instructions on the
pages is dropped into a separator pages, to create
directory on the AutoMail emails with content pages
server attached as PDF files.

Mocom AutoMail is an email automation system that takes a single source PDF
file (e.g. from Crystal Reports) containing separator and content pages and uses it
to create emails with the content pages attached. For example an invoice report
can be generated in Crystal Reports with multiple invoices separated by pages
containing the details of the who the invoices are to be sent to. AutoMail enables
rapid deployment of email facilities for existing applications.

AutoMail runs as a Windows service that monitors a specified directory for PDF
files that provide instructions for the creation and sending of emails. When a PDF
file is created in the monitored folder, AutoMail reads through the file and picks out
commands on the separator pages. These commands instruct AutoMail on the
creation of the address, subject, body and additional attachments of an email. The
pages in-between the separator pages are the actual content that is to be split into
PDF files that are then attached to the email.

AutoMail can also be used as a text to email system. Simple text files containing
commands, content text, and paths to attachments can be dropped in a monitored
directory. AutoMail will take these text files and use them to create and send
emails.

An additional option to AutoMail also allows jobs to be printed or faxed using
commands on the separator page.
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Installing Mocom AutoMail

Prerequisites

DUE TO CHANGES IN THE INSTALLER, PLEASE UNINSTALL ANY VERSION
PRIOR TO 3.0.1 BEFORE YOU INSTALL THE LATEST VERSION.

AutoMail User

If the directory to be monitored for incoming script files is not a local directory,
then you will need to create a network user with permissions to logon locally and
logon as a service to the machine that you are installing AutoMail. This user will
also need permissions to access the folder where script files are dropped and to

have full control over the root directory, and log directory that you specify in the
installation procedure.

Mail Relay

Confirm that the SMTP server that AutoMail is configured to use, allows relaying

of messages from the AutoMail user created above, or from the IP address of the
AutoMail server.

.Net Framework

Mocom AutoMail is built upon the Microsoft .Net Framework 4.8. To install

AutoMail you need to install the .Net Framework, which can be downloaded from
the Microsoft web site.

Updates

It is recommended that you ensure the server on which you are installing AutoMail
has the latest Service Packs and Framework Updates installed.

Anti-Virus

Exclude the AutoMail directories from any on-access scanning. AutoMail has to
make rapid changes to script files, and on access scanning on slower machines
can cause files to be locked.

License

Mocom AutoMail needs a valid annually renewable license to run. Without a
license AutoMail will run as a 30 day trial with a watermark being added to every
PDF and email. To obtain a valid license please contact
support@mocomsystems.com
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64-Bit

If you are running AutoMail on a 64bit operating system, then you will need to use
the x64 version of setup.

Upgrading from version 2.0
PDF Scripting

Please note that AutoMail version 3.0 no longer provides for the creation of PDF
files using the old scripting method. There is a new separate service that can be
installed to provide this legacy functionality. If you require this functionality then
please keep your existing version installed and contact Mocom Systems for
further details.

Changes to Default

e HTML email is now the default format for email

e If an error occurs with the commands for a particular job within a PDF batch
file (e.g. invalid email address), then the default is to now continue processing
the rest of the batch file and to send an error message regarding any failed
jobs.

Changes to File Locations

Files are now stored in a “Data” directory in the installation folder. The first time
that AutoMail Monitor is run, it will check to see if the old file structure exists and
will ask if you would like to move the files. We recommend that you accept this
and move everything to the new location.

New PDF Parser

AutoMail 3 contains a new PDF parser which is much more accurate and now
supports PDF files generated from most sources. In addition PDF commands no
longer need to be in fixed space font.

While this new parser is a great improvement, we do recommend that you
thoroughly test AutoMail 3 with your generated PDF files

Licensing

AutoMail 3 has a new annual licensing system, and a service is installed to keep
your licence up-to-date (once the initial licence has been added in the settings). If
your server does not have access to the internet then you will need to manually
update your licence.
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New feature and fixes

AutoMail 3 contains many new features and improvements that are documented
in this manual.

For a full list of all new features, changes and fixes for the current version please
see the changelog.txt file in the installation directory.

Installing Mocom AutoMail e 7



Setup Wizard

Logon to the server as a user who has local administrator rights.
To start the setup wizard, click on the ‘Setup.exe’ file.

Welcome Screen

ﬁl Mocom AutoMail

Click Next to progress.

Installing Mocom AutoMail e 8



License agreement

-
jé‘;‘ Mocom AutobAail -t

License Agreement AUt d ||

OCo

Pleasze take a moment to read the license agreement now. If you accept the terms below, click "
Aagree", then "Mext". Otherwize click "Cancel”.

AUTOMAIL v3 &

Mocom Systems End-User Licence Agreement

Please read carefully the following legally binding End-User Licence
Agreement between Mocom Systems and You for the Software defined
below. By choosing the "l accept the licensing terms" option or clicking the
accept option, breaking the seal on the software package or installing,
copying or otherwise using this Software You acknowledge that You have

read, understand, and agree to be bound by the terms of this End-User %
© ] Do Not Agree )1 Agree I
[ Cancel ] [ ¢ Back ] Mest >

Please read the license agreement, if you accept the terms and conditions then
choose ‘I Agree’, and click Next.
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Installation Folder

eetont

= =
Select Installation Folder Awall

The ingtaller will ingtall Mocom Autobd ail to the following folder.

T inztall in this folder, chck "Mext". Ta install to a different falder, enter it below or click "'Browse'".

Eolder;

C:\Program FilestMocom Systemns't ocom futobd aily [ Browse. . ]

[ Disk Cost..

Install Mocom AutoMail for yourself, or for anyone who uses this computer:

@ Everyone

(7 Just me

[ Cancel ] [ ¢ Back ] I et »

Select a suitable folder for AutoMail to be installed to.

NOTE:

It is recommended that you leave the folder to install to the default location.

Click Next.
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Confirm File Installation

P ™
ﬁl Mocom AutcMail Lglﬂlg

Confirm Installation A‘?d Elll

The ingtaller iz ready to install Mocom Autobd ail on vour computer.

Chick "Mext" ta start the installation.

Click Next to begin the file installation.
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Installation Progress

Installing Mocom AutoMail AM?“B”‘

Macaorm Autakdal iz being installed.

Pleaze wait...

Canicel ¢ Back Mewt »

A progress bar is displayed to show progress of installation.

Installation Complete
Once installation has completed, click close.
License
To run AutoMail you need a valid license file. To obtain a license you need to

contact support@mocomsystems.com. The license needs to be entered into the
Licence tab of the AutoMalil settings program.
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Starting and Configuring
AutoMail

Opening the Settings Dialogue Box

The settings program is available through "AutoMail Monitor":
Start > All Programs> Mocom Systems > AutoMail > AutoMail Monitor.

To open the Settings dialogue click on the "Tools" menu and select
Service Settings...

Most settings configured within the settings tool can be overridden on a per job
basis using commands in the Job Header.
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General Tab

Enter the settings to be used by the AutoMail service. As a minimum you need to
enter the From, SMTP Server and Watch Directory fields.

£ Mocom AutoMail Settings - =

o General | ¢ Options | & Email Licence | Advanced

Mandatory Settings

Mame (hostname or IP address) of the SMTP server:
smipserver

Email "from" address {must be a valid email address):

automail @mocomsystems _com

Directony to watch for source POF files:
C:\Program Rles\Mocom Systems‘\Mocom AutoMail\PDFW: || )

Motifications
Email address to send emor or administrative messages to:

automail_admin@mocomsystems .com

Email address to send invalid content notifications to:

automail_invalid_files @mocomsystems .com

Email address to send notfications of sent emails tao:

automail_notifications @mocomsystems.com

[ ] Include the sent attachment with notfication emails.

QK Cancel

Name (hostname or IP address) of the SMTP server: The SMTP (email) server
that AutoMail will submit emails to for sending. If you want to set advanced
options (TLS, User details etc) then these can be set under the "Email Options"
tab.

Email "from" address (must be a valid email address): This is the “from”
address that appears in sent emails. If you are using SMTP authentication (under
email options tab) the user specified must be allowed to send from this address.
We recommend that this is a valid email address that goes to a monitored
mailbox, so that any delivery errors or receipts can be read.
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Directory to watch for source PDF files: The directory to be watched for
dropped PDF source files (e.g. from Crystal Reports).

Email address to send error or administrative messages to: This is the e-malil
address where any error messages (e.g. incorrect scripts) or administrative alerts
(e.g. licence expiry) generated by AutoMail, are sent to.

Multiple addresses need to be separated with a semicolon and a space e.g.
nl@mocom.co.uk; n2@mocom.co.uk

Email address to send invalid content notifications: Add an email address if
you require that batch job processing errors get sent to a different address to
general error messages. E.qg. if you have an operator who submits batch files to
AutoMail and you want them to get notified if there is an invalid/missing :TO
address in the submitted batch file. Any other messages (e.g. server issues) will
go to the normal error email.

This can also be set on a per batch basis using the :BATCHERROREMAIL
command (see later chapter on AutoMail commands).

Multiple addresses need to be separated with a semicolon and a space e.g.
nl@mocom.co.uk; n2@mocom.co.uk

Email address to send notifications of sent emails: This is the email address
that AutoMail will send messages confirming that an email has been sent to the
SMTP server. Leave bank if you do not require these messages. Multiple
addresses need to be separated with a semicolon and a space e.g.
nl@mocom.co.uk; n2@mocom.co.uk

NOTE: A notify message does not confirm that a message has been received by
the addressee, only that AutoMail has successfully delivered the message to the
SMTP server.

Include sent attachment with notification emails: If this option is enabled
then any notification emails will include the attachments that were sent with the
original email.
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Options Tab

Cr Mocom AutoMail Settings - &
7 General | € Options | 4] Email Licence | [ OMS | Advanced
FOF Processing

|Unigue keywords or phrases that define PDF job separator pages:
T SUBJECT

Keep orginal source POF files. Delay processing: (B

4k

On emar reject the whale source file.

General

Set left margin of email tesd Left Margin: |3 =
Free Text: BODY W

Foot Directony:

C:MProgram Files'Mocom Systems*Mocom AutoMail®, =1

Script File Processing

Email script file watch directony:
C:%Program Files'Mocom Systems*Mocom AutoMailWatch® =1

Use :ENDDOC in email script files

Legaing
Log Directorny:
C:\Program Files'.Macom Systems'Mocom AutoMailLog®, =

Delete old log files after two manths.
Logaing Level: 3 = 0=MNone 3 =Ful (Default)

QK Cancel

PDF Job Separator: This is a snippet of unique text that appears on every page
that separates the jobs in the PDF report file.

e.g. In a report PDF containing multiple invoices to send to customers, the
separator file would include at least an AutoMail :TO and :SUBJECT commands.
These two commands will not appear on the actual invoices, so they can be used
as phrases to define which page is a Job Separator.

Separate each phrase with a comma. e.g. :TO, :SUBJECT

We recommend that the number of phrases be kept to a minimum and only use
words which are guaranteed to always appear only on separator pages. If you are
worried about invoice pages getting wrongly tagged as separator pages or
separator pages getting missed then use the :REFTAG command (see later
sections).
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Keep original source PDF files: This option keeps a copy of the original source
PDF file. If this option is unticked then the file is deleted once it has been
successfully processed.

Delay Processing: The time in seconds before a new PDF source file will be
processed.

When a source file is created in the PDF watch directory it can take a while before
the program that is creating it (e.g. Crystal Reports) completes writing to it. This
delay allows time for the file to be written before AutoMail starts to process it. The
default time is 10 seconds and we recommend that you leave it at this unless you
are having problems with AutoMail not being able to access files.

On error reject whole source file: If the source PDF file contains multiple jobs,
but one or more has an error (e.g. invalid email address) then if this option is
checked, the whole source file is rejected and an error is created. Note: From
AutoMail 3.0.4 onwards the whole source batch file is always parsed, and a list of
all issues with the source file is sent in the error message.

If unchecked then all valid jobs will be processed, and error messages will be
created for each failed job.

Set left margin of email text: This settings moves the default margin of the email
text to the value in the Left Margin box. This is useful if you need to indent the
body text of an email.

Left Margin: The number in spaces to indent the left margin.

Free Text: This sets the default action for text in a script file that is not part of a
command.

Example: :TO support@mocomsystems.com
:SUBJECT Test Message
This is free text.
‘ENC c:\templ\file.txt
This is also free text and will be appended.

Example: :TO support@mocomsystems.com
:SUBJECT Test Message
‘BEGINBODY
This is not free text as it is enclosed by body statements
‘ENDBODY

Options:
IGNORE - Text in body is ignored. (Default)
BODY - Textin script is used in the message body.

Root Directory: Points to the directory where AutoMail will create data files,
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attachments, error files etc. This can get quite large as it is where the source PDF
files and separated attachment are stored.

Email Script File Watch Directory: Directory that AutoMail monitors for new
".mes" email script files.

Use ENDDOC in email script files: (This is only used with dropping text files
directly in the AutoMail watch directory, and not with PDF source files).Enabling
this option (recommended) causes AutoMail to enforce the use of the :ENDDOC
command in email “.mes” script files.

The :ENDDOC command tells AutoMail that a script has reached the end.
Enforcing this command helps prevent corrupted scripts from sending unfinished
emails.

Log Directory: Points to the directory that will store the daily log files.

Delete old log files: AutoMail will automatically delete old log files after 2 months
if this option is selected.

Logging Level: This sets the level of detail written to the log file. The higher the
number the more detailed the logs.

Starting and Configuring AutoMail e 18



Email Options Tab

o

o Genmeral ¢ Options = Email Licence .~ PDF |z DMS  Advanced
SMTP Options
SMTF Port: 25 = Test SMTFP
Securty Options: | Auta e

[ ] Use SMTP Authentication

Email Format
lUse HTML Body

[] Use Default HTML Template (defautt tpl file required)

Email Options
Group multiple attachments in a single email to recipient .
[ ] Reguest an email delivery notification with sent messages.

MNumber of hours to retry sending failed emails to server: |72 =

-

QK Cancel

SMTP Port: This should be set to the port that your SMTP server is listening on.
The default is 25. For SMTP using TLS the port is usually 587. For implicit SSL
SMTP the port is usually 465.

Test SMTP: This will send a test email using the current settings you have
entered in the settings form.

Security Options:

e Auto (Default) — This will automatically try to use the correct security for the
port.

e SSL on Connect — This is usually for email on port 465 and will connect to
the server using SSL encryption.
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e Enforce STARTTLS - if the server can use STARTTLS, then this will be
used to encrypt data once a connection is made, otherwise the email will
fail with an error.

e STARTLS is available — if the server can use STARTTLS then this will be
used, otherwise the email will be sent over unencrypted transport.

e No Encryption — AutoMail will try to send the email over unencrypted
transport to the email server.

Use SMTP Authentication: Authenticate with the SMTP server using Basic
Authentication using the username and password entered in the boxes below.

SMTP UserName: The username used to authenticate with the SMTP server.
SMTP Password: The password used for authentication with the SMTP server.

Use HTML Body: Ticking this option will send emails in HTML format instead of
PlainTxt. NOTE: AutoMail will try to detect any HTML tags in the body text of the
email. If it doesn’t detect tags it will assume that the text is “plain text” and will
automatically replace any line breaks with <BR> so that line breaks will appear
correctly in HTML.

Use Default HTML Template: If this option is selected then AutoMail will look for
a ‘default.tpl’ file in the “resources” folder (by default folder this is “C:\Program
Files\Mocom Systems\Mocom AutoMail\Resources”). If a default.tpl file is found
then the contents will be used to create the HTML email. See section on HTML
Email Templates for further details.

Group multiple attachments in a single email to recipient: If a source PDF file
contains multiple emails to the same recipient then all the attachments will be
grouped together and sent as one email, rather than lots of individual emails.

NOTE: If attachments are grouped by recipient, then the email contents will be
created from the contents (body, variables, template etc.) of the first job separator.

Request an email delivery notification with sent messages: Enabling this
option will request a delivery receipt from the recipient’s server to be sent back to
the “From” address. Note: This feature is dependent on the recipient’s server
supporting delivery receipts and a delivery notification does not confirm that it has
been read by the recipient.

Number of hours to retry sending failed emails to server: If AutoMail receives
an error when trying to send an email to your SMTP server it will keep retrying
every 30 minutes.

This settings allows you to configure how many hours AutoMail will continue to
retry before rejecting the email and raising an error. The default is 72 hours.
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Licence Tab

- Mocom AutoMail Settings - =

= General | @ Options | &4 Email Licence | Advanced

Pleaze enter your icence code in the box below. The licence code will consist of
a long string of numbers and letters - pleaze make sure that you do not include
ary ather kext. If the code iz walid then the details should appear in the ''Licence
D etailz" bow at the bottam,

trial

Licence Detail:

TRIAL MODE - ALL PDF FILES “WILL BE WATERMARKED.
Trial Ewpires; 12/06/2012 171252

Use a pro=y server for icence check,

Prosy Address [nameport] | mocey231:8080
Prowy U zermame POy LIZEr

Prosy Pazsword sesssssssssssn sl
Check Licence Online

F, Cancel

Enter your licence code in the box provided (contact
support@mocomsystems.com to get a valid licence code).

If you have a proxy server then please tick the “Use a proxy server for licence
check” box.

The proxy address is in the form servername:portnumber.

If you need a domain name for your user then please add it before the username
e.g. domainname\username.

To check the connection to the licence service (or to update the licence) please
click the “Check Licence Online” button.
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PDF Tab

£} Mocom AutoMail Settings

¥ General ¢ Options [ Emal . licence /- PDF |l DMS Advanced
Encryption Level

ff the document is to be encrypted use the following level:
Recommended - 256 Bit AES Encryption (Acrobat Reader X and above) '

POF Encryption
Require password to view FOF

Password: |-uu

PDF Restrictions

To use POF restrictions you must have a valid license key for the AutaMail Advanced
option. For further information contact : support @mocomsystems.com

Set restrictions on POF

Edit Restrictions Password: |-----

Allowe Print [ Mlow Annotations
Allow Full Print Allow Field Filling
[] Mlow Copy [ ] Mlow Copying For Accessibility
[ Mlow Change ] Mlow Assembly
QK Cancel

If the document is to be encrypted use the following level:
While you can choose from various strengths (for backwards compatibility) we
advise selecting the latest version “256 Bit AES Encryption (Acrobat Reader X

and above)”.
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Require password to view PDF:

Sets the default for created attachments to enable encryption of PDF and require
a password to view. For compatibility the password can only contain alphanumeric
characters plus "#$%&'()*+,-./;;<=>?@[\]" {|}~.

Set restrictions on PDF (Requires AutoMail Advanced Options Licence):
Setting restrictions on PDF files can set limits on what a user is able to do with the
PDF file. Not all PDF software honours these restrictions in the same way as
Adobe products, and in some cases may ignore them.

Edit Restrictions Password:

This password is the ‘'owner' password that allows editing of document
permissions. Note: This needs to be different from the view password above. For
compatibility the password can only contain alphanumeric characters plus
"#$%&'()*+,-./:;<=>?@\]" {|}~.

Allow Print:
Allow printing of document.

Allow Full Print:
If this is not checked then only low resolution copies can be printed.

Allow Copy:
Allows content copying and content copying for accessibility.

Allow Change: Allows editing, filling of form fields, signing, and creation of
templates.

Allow Annotations:
Allows commenting, filling of form fields and signing

Allow Field Filling:
Allows filling of form fields, signing and creation of templates.

Allow Copying For Accessibility:
Allows content copying for accessibility.

Allow Assembly:
Allows inserting, deleting and rotating pages, and creating bookmarks and
thumbnails.
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Advanced Tab

. Mocom AutoMail Settings - &

= General |  Options | L Email Licence | |.2 DMS5 Advanced

To use these functions you must have a valid license key for the
Advanced Email option. For further information please email -
support @mocomsystems .com

Signed Email
] Use Digial Cerificate to Sign Email
Path to certfficate: =

Cenfficate Password:

Direct Send

Direct Send Root Folder:
CtempDirect Send®, =

QK Cancel

Signed Email:

Using the signed email option allows you to sign email with a personal email
certificate. Note that this is option requires an additional license to work — please
contact support@mocomsystems.com for details.

NOTE: Signed email does not allow for embedded images in HTML Templates.

Direct Send Root Folder: The root folder for direct send messages. See “Direct
Send” chapter.
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Document Management Server (DMS) Option

£+ Mocom AutoMail Settings *BETA VERSIO.. — © |

-7 General | ¢ Optionz | £ Email Licence | =} DMS | Advanced

ad

Document Management System Integration

Note: Document management integegration is an AutoMail
add-on and requires the feature to be enabled in the licence.

Drop folder path: C:itemptDMS Drop =
Metadata file prefoc: |~
Match the extension of the profiled file.

[] Enable default Document Managemert System integration.

Default template: dmstemplate tpl

oK Cancel 1

Please see later chapter on DMS for further details. Please contact Mocom
Systems if you would like to enable this option for your licence.

Drop folder path: The path to the folder that AutoMail should drop files
(attachments and metadata files) for the document management system to import.

Metadata File Prefix: This is a prefix that can be added to the name of the
metadata file created in the drop folder path.

Match the extension of the profiled file: If this option is selected then AutoMail
will create the metadata file using the same extension as the file to be profiled.
E.g. if a file "documentl.pdf" is to be profiled, then the created metadata file will
have the extension 'pdf'. This option is only available if there is an entry in the
metadata file prefix text box. If the box is unchecked then the extension “XML” will
be used.
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Enabled default document management system integration: Select this option
to enable integration for every job by default.

Default Template: The name of the template file that AutoMail will use to create
the metadata file. This would usually be an XML file with variables that AutoMail
will replace with data supplied in the Job Separator page. The file must be placed

in the resources folder.
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AutoMail Monitor

Starting AutoMail Monitor

To start AutoMail monitor click: Start > All Programs> Mocom Systems >
AutoMail > AutoMail Monitor

AutoMail Monitor = O

File  View Toocls Help Feedback

® Monitor Services

- ) AutoMail Email Service status: Running ¥ n) (@)

E5] Overview ; =

Log Files AutoMail PDF Service status: Stopped Y )
AutoMail Prnt Service status: Stopped ()

ARGV

Email Service ¢  PDF Service (=) Print Service

PDF Service Sent Emails: 1
& Completed Batches Failed Emails: 16
@ Completed lobs Emails in retry queue: 0
Failed Batches
Failed Jobs Jobs being processed: 0
Jobs in watch folder: 0

Print Service

Completed Jobs
&S Failed Jobs

Information from the last 30 days.

Licensed To: Mocom Systems (Colin)

A all Licence Expires: 26/07/2017
Last checked:  15/06/2016 12.01:24
Wersion: 330
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Controlling the AutoMail Services

In the services box on the AutoMail Overview screen, you can see the status of
the installed AutoMail services. You can use the in-line buttons to start, stop or
restart individual services, or select the icons at the bottom to stop, start or restart
all services.
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Using AutoMail monitor

Monitor
Overview

The overview page shows a summary of the present status of the AutoMalil
services, along with a tabbed view of statistics for the services. It also tells you the
current AutoMail version and the date that the licence will expire.

AutoMail

Sent
This view shows the list of sent emails (less than a month old).

Note:

An item is listed as being sent when AutoMail successfully transfers the message
to the recipient SMTP server — it does not confirm that the message has arrived in
a recipient’s mailbox. If a message has been sent, but the user has not received it
then please check the message is not in the recipient's spam/junk folder. Also
check the queue/logs on the SMTP server that AutoMail used to deliver the
message.

Click on an item to show the details:
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" ™
") 120412082440 _0566_2.mes e o
- a anEnEp S - - -
Te:
From:
CL:
BCLC:
Subject: simple test 3.1

Btachments: E:\Program Files*Mocom Systems“Mocom AutoMail*Data®
(Click to view )

1 1 F
Body: 5
Server:

Retry

This view lists all the messages that AutoMail has been unable to send and is
qgueuing for retry. AutoMail will try to resend messages every hour for up to three
days before failing the messages.

NOTE:
This does not show messages being queued for retry on the relay SMTP server.

To cancel messages, stop the AutoMail service (this will prevent the files from
being changed while you are selecting them), select the file(s) to cancel in the
grid, right click and select “Cancel...”.

Failed

This view lists all messages that have failed to send. Double click on an item to
show the details:
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il ™
) 12n412044314_3443_1_ Ll o e S
Emor: 1270472012 16:48:14 - Unable to send message: Could
nat find a part of the path "0:Frogram Files"Mocom
SystemsMocom AutoMail\Data®AutoMail PDF Service
‘Completed PDFs 420125
£1204110834130502_x2_005 pdf".
To: mo@mocomsystems .co uk
From:
CC:
BCLC:
Subject: 2E3
Mtnchments: D:%Program Files'Macom SystemsMocom AutoMailtData I
(Click to view )
4 1 | 3
Body: 1
Server:
Contact Mocom Systems support

In the above example, the Error message indicates that AutoMail could not find
the PDF attachment to add to the email.

PDF Service
Completed Batches

This view shows a list of the source PDF files that have completed. Click on a row
to show the PDF file.

Completed Jobs

This view shows a list of the attachment files that have been created from the
source PDFs. Click on a row to show the PDF file.

Failed Batches

This view shows a list of the source PDF files that have failed (see the log files for
detailed error messages). Click on a row to show the PDF file.
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Failed Jobs
This view shows the list of jobs within a source PDF file that have failed (e.g.
incorrect email address). These file are only created when the "On error reject
whole source file" option is selected. Click on a row to open a text file with the
details of the error.

Print Service

Completed Jobs
This view shows a list of completed print jobs. (This does not guarantee that the

document printer, just that AutoMail successfully sent the job to the designated
print queue). Click on a row to open a text file with the detalils.

Failed Jobs

This view show a list failed print jobs. Click on a row to open a text file with the
details of the error.
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'PDF Watch' and ‘Script
Watch' Directories

For AutoMail to pick up PDF source files you need to save (or copy) it into the
‘PDF watch’ directory. If you are sending a simple email using a script then drop a
text file with a ".mes' extension into the 'Script Watch' directory.

The ‘PDF Watch’ is configured using the “Directory to watch for source PDF files”
option on the “General” tab of the settings application.

The ‘Script Watch' directory is configured using the “Email script file watch
directory” option on the “Advanced” tab of the settings application.

NOTE:
Files should not be edited in either of the watch directory.
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PDF Report Scripts

Using source PDF files

The AutoMail PDF service scans a designated folder for PDF files that are used to
generate emails messages.

When the AutoMail PDF Service detects a PDF file, it parses the PDF Report and
splits the file into multiple PDFs using the Job Separator field (see AutoMail
Settings). It then passes the information in the Job Separator page (e.g. :TO,
:SUBJECT, :CC etc) to the AutoMail service which attaches the relevant split PDF
file.

Example:

Crystal Reports is used to generate a PDF with numerous invoices that need to be
emails to customers.

Each invoice is separated by a page the contains :TO, and :SUBJECT details for
each invoice (and any AutoMail script commands as needed e.g. :FROM, :ENC
etc.).

The PDF file is dropped in the PDF Watch directory and picked up by the AutoMalil
PDF service. The AutoMail PDF service detects each Job Separator page and
splits the report into multiple PDFs. It then passes the contents of the Job
Separator page, along with the name of the new PDF file over to the AutoMail
service.

The AutoMail service uses the commands in the Job Separator page to generate
an email and attach the PDF file that has been split from the report.

Note:

While AutoMail has been tested with many different types of PDF generator
application, due to the complex nature of the PDF format we cannot guarantee
that all PDF files will work. We therefore suggest that you test your PDF
generation system thoroughly with AutoMail before putting the system into
production. Please contact Mocom Systems if you have any problems with
generated PDF files.
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AutoMail Commands

Overview

AutoMail commands are entered using the :COMMAND word followed by a space
and then the options for that command. e.g. :SUBJECT This is an email subject.

For display purposes, the format for this manual shows the commands in bold,
followed by the options surrounded by <>. e.g. :SUBJECT <text of the subject>

PDF and Basic Email Script Commands

:TO <to address> - The address to send the email to. Multiple addresses can be
entered, separated by semicolon.

:CC <cc address> - The address to carbon copy emails to. Multiple addresses
can be entered, separated by semicolon.

:BCC <bcc address> - The address to blind carbon copy emails to. Multiple
addresses can be entered, separated by a semicolon.

:SUBJECT <text of the subject> - The subject line of the email message.

:ENC <path to file> - Path to an attachment that will be sent with the email E.g.
‘ENC c:\temp\letter.docx. It is possible to have multiple :ENC commands to send
multiple attachments. You can also use standard Windows wildcards to attach
multiple files in a folder e.g. “.ENC c:\temp\*.*” will attach all the files in the temp
directory or “:ENC c:\temp\x*.pdf” will attach all pdf files with a filename beginning

with “x”.

:BEGINBODY and :ENDBODY - Any text between these two statements will be
used as the email message.

:FREETEXT <ignore/body> - Use this command to override this default Free Text
behaviour.

Options:
IGNORE - Textin body is ignored. (Default)
BODY - Text in script is used in the message body.
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:FROM <from email address> - Overrides the default ‘from’ address for the
current email.

:NOTIFYSENT <NO/email address|YES or NO> — Overrides the default
notification setting. Enter the email address of the person you would like to notify
for this particular job. If you want to override the AutoMail setting to include the
sent attachments then add a pipe character “|” followed by YES to include, or NO
to exclude. Use NO on its own to indicate that you don’t want to enable
notifications for this job.

e.g:

‘NOTIFYSENT NO - this will disable notifications for a job, overriding any default
settings.

‘NOTIFYSENT automail@mocomsystems.com|YES - will send notification email
and include the sent attachments.

‘NOTIFYSENT automail@mocomsystems.com|NO - will send notification email
without the sent attachments.

'"REQUESTDELIVERYNOTIFICATION <YES/NO> - Overrides the default request
delivery notification setting.

‘ERROREMAIL <email address> - Overrides the email address used to send
email delivery failure error messages.

:EMAILPRIORITY <HIGH/NORMAL/LOW> - Sets the priority level of emails
(email client dependant). Note: This requires the advanced email option.

:SERVER <servername|port|username> e.g. Overrides the SMTP server name ,
port and username.

e.g. :SERVER mail.mocomsystems.com|29]|automail@mocomsystems.com Note:
This requires the advanced email option.

PDF Commands Only

‘REFTAG <unique string>

Although highly unlikely, it is possible for a Job Separator Page to be missed
within a batch by the parser if its content cannot be deciphered (or due to an
incorrect/corrupt PDF source file) causing subsequent page(s) to be emailed as
part of the attachment to an unintended recipient.
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To prevent this, a unique RefTag (Reference Tag), may be defined per job which
should only appear on the Job Separator Page and subsequent pages belonging
to that job.

When :RefTag is invoked, Automail PDF service will parse subsequent pages up
to the next Job Separator Page and provided these pages each contain the
specified unique string, it extracts them into a PDF attachment for this email.
Otherwise it will reject the job.

To ensure further safeguard, the PDF attachment file is reopened after creation
and each page reparsed to contain the specified RefTag and only accepted when
all pages meet this requirement.

e.g.:
-reftag Invoice No: 025674

:ENCRYPTIONLEVEL <1/2/3>

This is used to set the level of encryption for the :PDFPASSWORD command
below.

1 = 128 Bit RC4 Encryption

2 = 128 Bit AES Encryption (compatible with Acrobat Reader 7 and above)

3 = 256 Bit AES Encryption (compatible with Acrobat Reader 9 and above)

4 = (Recommended) 256 Bit AES Encryption (compatible with Acrobat Reader X
and above)

e.g. :encryptionlevel 3
:PDFPASSWORD <password>

PDF will be encrypted and a password will be required to view the document.
(See also :encryptionlevel command).

e.g.:
‘pdfpassword abcd123

If you want to override and not encrypt the PDF when you have a default
password set in AutoMail Settings, then use NONE after the command.

e.g.:
:pdfpassword NONE

For compatibility the password can only contain alphanumeric characters plus
"#$%&'()*+,-./;<=>?@[\]" {|}~.

NOTE: Do not use the same password for :PDFPASSWORD and
:PDFRESTRICT. AutoMail will reject the job if this is the case.
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:PDFRESTRICT <option,option,option...>|<password>

Setting restrictions on PDF files can set limits on what a user is able to do with the
PDF file. The PDFRESTRICT password will also allow access to an encrypted
document using the :PDFPASSWORD command below.

For compatibility the password can only contain alphanumeric characters plus
"#$%&'()*+,-./;<=>?2@[\]" {|}~.

Not all PDF software honours these restrictions in the same way as Adobe
products, and in some cases may ignore them.

Options Allow recipient(s) to

PR print
PF print at full resolution. Only low-resolution allowed*
CH make changes/edits
AN add annotations and comments
FF fill in form fields*
AS assemble*
CO copy text and graphics
AC use content accessibility features*
Examples:

:PDFRESTRICT |<password>  allows nothing, i.e. most secure
:PDFRESTRICT pr|<password> allows printing at low resolution
:PDFRESTRICT pr,pfl<password>  allows printing at high resolution
:PDFRESTRICT ch|<password>  allows making changes/editing

NOTE: Use of PDF Restrictions requires the AutoMail advanced options licence.

NOTE: Do not use the same password for :PDFPASSWORD and
:PDFRESTRICT. AutoMail will reject the job if this is the case.

If you want to override and not restrict the PDF when you have a default
restrictions set in AutoMail Settings, then use [NONE after the command.

e.g.:
:pdfrestrict INONE

:PDFLOCK This command is no longer used. Please use :PDFRESTRICTION
instead.
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:GROUP <yes/no>

This command has been added to provide additional job level control over how
emails are grouped. For instance if the Group Attachments by Recipients option is
set, :GROUP no can be used to exclude the job from being grouped.

NOTE: If attachments are grouped by recipient, then the email contents will be
created from the contents (body, variables, template etc.) of the first job separator.

:OUTPUT <email/print/both/none> enforces the following rules:

a. :OUTPUT email — only emails and ignores printing commands - must have

:TO with at least one email address

b. :OUTPUT print — only prints and ignores email commands — must have at
least either :PRINT or :TO <printer address>
:OUTPUT both — emails and prints — must meet a) and b) conditions above
:OUTPUT none — does not email or print the document. The separated
PDF file will still be saved to the normal folder.

oo

If :OUTPUT is absent then the default is to email or print according :TO, :CC,
:BCC and :PRINT

:FOLDERPATH <path> - The name of a folder to place completed PDF
attachment files. The path must end with a trailing backslash (this is required to
check the line has not wrapped) e.g. c:\automail\. Note: If the name contains
invalid characters then this will be ignored and a default folder name will be used.

:FILEPREFIX <prefix> Prefix text to the name of the created PDF file. Note: If the
name contains invalid characters then this will be ignored and a default file name
will be used).

:BATCHERROREMAIL <email address> - Used to set the Source PDF error
emails per batch. (See ““Send invalid content notifications to:” settings option for
further details).

:ONERRORREJECTWHOLESOURCE <yes/no> Switches the "On error reject
whole source" option per batch.

- TEMPLATE name of template file to use for HTML template (see later section on
templates)
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:BEGINVARS and :ENDVARS are used to pass variables through to an HTML or
Document Management System (XML) template (see later section on templates).

‘WATERMARK <text|size|colour(rgb)|rotation|transparency> - prints a watermark
over the top of the pdf. Colour is in RGB separated by comma e.g. 1,0,0.
Transparency is a % with 100% being fully transparent.

EXAMLES:
"WATERMARK OVERDUE |100|255,0,0|50|30
:\WATERMARK ASAP|2000,0,0|50|90
'\WATERMARK REMINDER|100|255,255,0[50|50

PDF Commands For Optional Print Service

If you have a licence for the optional AutoMail Print service then you can use this
facility to print the PDF attachment to a designated printer including a tray
selection.

The actual print command is invoked per job and can either be :PRINT or a
specially formatted 'PRINT@ email address as an argument for the : TO
command.

Provisions have also been made for multiple prints by the use of multiple :PRINT
or multiple 'PRINT@ email addresses, e.g., draft copy for filing and actual invoice
on letterhead to send via post.

Examples:

-print hp laserjet 5SM~15
:print hp laserjet 5M~260

Or/and

:To test@mocom.co.uk; 'print@hp laserjet 5SM~260; info@mocomsystems.com;
Iprint@hp laserjet 5M~15

Note: ~ is the delimiter between printer name and tray

If the AutoMail Print Service is running as "Local System" (the default), then
printers need to be installed locally (though they can be network printers
connected via a TCP port) for AutoMail to see them. If AutoMail is running as a
user account, then the printer must be installed for the user account and the
account must have access to the printer queues.

When the AutoMail Print Service starts it creates a "printers.txt" file in the Log
directory with a list of available printers. This can also be accessed via the
View>Printer List menu in AutoMail monitor.
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PDF Commands For Document Management
Server (DMS) option

:DMS < DMS Type | DMS Template Name > - This indicates the type of DMS
(presently only generic) and the name of the DMS template to use. See later
section on DMS options for further details.

e.g :DMS generic | dmstemplate

Basic Email Script Commands Only

:DOC - Indicates the start of a new message. It is possible to have multiple emails
contained in one script file.

:ENDDOC - Indicates the end of a message. If the ‘Use :ENDDOC'’ opting is
enabled then this must appear at the end of a script or the script will fail.

:FOLDERNAME <path> - The name of a folder under the root folder to place
completed and sent scripts
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Unknown commands in PDF source file

If AutoMail detects a command line beginning with a “:” but the command
following is not listed above, then the PDF file will be rejected. This helps prevent
mistakes in the source batch PDF file (e.g. incorrectly spelt command) causing
unintended issues.
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Log Files

Configuration

Use the logging option in ‘AutoMail Settings’ to configure the logging level.
(See Page 10)

Log Creation

Log files are created for every day. It is recommended that you leave the logging
level on high to enable any troubleshooting. Log files older than 2 months will get
deleted automatically.

Reading the Log Files

To read the log files that have been created by AutoMail, click the ‘Logs’ view in
AutoMail monitor.
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HTML Email Templates

Overview

AutoMail supports the use of HTML email templates, which allows for the creation
of complex formatted HTML based email, from simple data provided by the job
separator pages. The templates include variable placeholders which are replaced
with provided data (similar to a mail merge), which along with embedded images,
allow for emails with sophisticated designs to be sent.

There are a number of sample templates along with corresponding source PDF
files included in the “samples” directory. The templates and image files can be
copied to the “Resources” folder and you can drop the source PDF files into the
PDF Watch folder to test how these work.

Note: Embedded Images in the template are not currently supported with Advance
Option “Use Digital Certificate to Sign Email”

Template

Text files containing HTML & CSS code for your emails need to be placed in the
“\Resources” (off the root directory) and saved with the extension “.tpl”.

To use a template you have two options:

1. If you save the template as “default.tpl” and tick the “Use Default HTML
Template” option in settings then every email (unless specified in the job
separator) will use the contents of the “default.tpl” file.

2. Inthe job separator file add the command :TEMPLATE templatename
e.g. to use a template file called “invoice.tpl” add the command:

:TEMPLATE invoice

Variables

To be truly useful HTML templates need to allow for content to be added on a ‘per
email’ basis, otherwise emails would all be the same. AutoMail provides variables
(placeholders) each occurrence of which are replaced by data provided in the job
separator page. For instance, if you want to have the name of the recipient in
each email, you need to add a variable tag to the template in the position(s) that
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you want the name to appear, then in the job separator you need to provide the
name that you want inserted.

To add a variable to your HTML template use the tags <am_var></am_var>.
e.g. <am_var>contact<am_var>

To provide the variables in the job separator you need to use the :BEGINVARS
and :ENDVARS commands. Between these commands you add each variable in
the format VariableName=VariableData followed by a pipe character “|”.

e.g.
:BEGINVARS

ref=12345|Name=Joe Smith|
Address=123 Wood Lane, Southampton|
Amount=£200|

:ENDVARS

NOTE: AutoMail scans both the template to be used and the job separator page to
make sure that the variables match. If there are variables in the template, but no
data is provided, or if data is provided but there are no corresponding variables in
the templates then an error will be raised and the job will be rejected.

Body Variable

The variable <am_var>body<am_var> is a special ‘reserved’ variable and can be
used in a template to indicate where the body of the email is to be placed. You
must not provide a Body variable in the job separator but just provide the body as
usual.

Note: Because the data for the ‘body’ variable is provided automatically, if you
include a ‘body=’" reference in the :BEGINVARS :ENDVARS section of a job
separator the job will be rejected.

Embedded Images

AutoMail allows for images (.jpg or .gif) to be embedded in emails (e.g. for logos,
signatures etc.) using a special tag. When AutoMail detects an image tag it
checks the resources folder to find the image and then embeds the image into the
email. This embedded image can then be used in a normal HTML IMG tag.

To embed an image:
1. In the body of your email message you need to add a tag with the name of
the image file to insert into your email in the form
<am_embed>filename</am_embed>.

e.g. <img src="<am_embed>logo.jpg</am_embed>" alt="Logo"
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titte="Mocom Systems" width=84 height=58 />

2. In the “/Resources” folder (off the AutoMail root folder) place a copy of the
image file to be embedded.

e.g. Copy the logo.jpg file into “C:\Program Files\Mocom Systems\Mocom
AutoMail\Resources”

Example

You create a template with the following text:

<l-- Very simple template to add an image to the bottom of an email. -->
<br>

<p>

<am_var>body</am_var>

</p>

<br>

<img src="<am_embed>logo.jpg</am_embed>" alt="Logo" title="Mocom
Systems" width=84 height=58 />

Save the template to the “/Resources” folder with the name “test.tpl”. In your job
separator page include the command: “ TEMPLATE test”
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Document Management
Server (DMS) Option

If the DMS option is enabled then AutoMail will create a copy of each sent
attachment in a specified location, and create an XML metadata file with the same
name with the content based on a particular template and variables supplied in
the header page. This allows any DMS system that supports this method of
importing, to pick up the attachment file and profile it into their database.

The templates use the same format and variables as shown in the “HTML Email
Template” above.

You can either use the :DMS command (see commands section) to set the
template, or set the default template in AutoMail settings.

The location to save both XML files and attachments is set in AutoMail settings.

Please contact support@mocomsystems.com or your AutoMail provider if you
would like to have the DMS option enabled for you licence.
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Direct Send

This functionality allows you to automatically email any file by dropping it into a
specified folder, e.g. if you have a file that you often send to a particular set of
people in a particular format,

To setup Direct Send:

1. Create a folder and set that as the Direct Send Root folder in AutoMail
Settings ensuring Mocom AutoMail service has full rights to this folder and
its subfolders.

2. Restart the Mocom AutoMail service.

Each Direct Send watch folder consists of an appropriately named subfolder and a
script file bearing this subfolder’'s name in the Direct Send Root folder specified
above.

To create a Direct Send watch folder:

1. Inthe Direct Send Root folder create a subfolder — we suggest you use a
short name that contains details of where files dropped into this folder will
be sent, e.g. Daily PO to Head Office

2. Also in the Direct Send Root folder create a text document with the name of
the folder you created in step 2 and with the extension “.ads”, e.g. Daily PO
to Head Office.ads

3. In this text file add email script commands that will be used to send the
email — e.qg.

:doc

:from sales@mocomsystems.com

:to abc@def.com

:subject Attached are Today’s Purchase Orders
‘template simple

:enddoc

You may repeat steps 1 to 3 above to create additional Direct Send watch folders
to suit your requirements. However although no limit is set by AutoMail, you may
wish to keep the number of Direct Send watch folders limited for simplicity.

You can use the following wild cards in the ads file templates:
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<%FILENAME%> The name of the attachment (without extension)
<%DATE%> The date the file was dropped.

<%TIME%> The time the file was dropped.

<%FOLDER%> The name of the Direct Send folder the file was dropped into.

Note: AutoMail moves the file(s) from the Direct Send folder to the data storage
area as soon as it is processed.

To use Direct Send you need to have a valid licence key for the Advanced Email
Option. Please contact support@mocomsystems.com for more information.
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Further Information

Contact Information

Mocom Systems

411 Solent Business Centre
Millbrook Road West
Southampton

SO15 OHW

info@mocomsystems.com
Wwww.mocomsystems.com

For support contact:
support@mocomsystems.com

Tel: 02380 770555

Product Copyright & Licensing

Mocom AutoMail
©Mocom Systems 2005- 2019

Please read EULA for licensing information.

AutoMail is licenced using an annual subscription model. If you do not renew your

licence annually then AutoMail will no longer function.
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